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" LTE is a global standard LTE Advancad
developed by 3GPP (3™ -
Generation Partnership I
Project) SIsh

EDGE

= Roadmap for future growth
of the technology into LTE
Advanced

GPRS

[ 20 g 2.50 g 30 / INT2000 popuuuuuy 3.50 sy 40/ IMT-Advancod oo

= Future releases will include public safety requirements,
including mission critical voice

= All U.S. carriers migrating to a single standard for the
first time

&/

Varch 2/2015 X\
\



N A
LTEMe ],])L,_]J; gh1ﬂ1_s

@g;'f /
T N > ——(

= \oice
— Voice over LTE (VoLTE) — being deployed currently
— Mission Critical Push to Talk - standards are being developed

= All-IP (Internet Protocol) architecture designed for
low latency and high resiliency

= Quality of Service Priority and Preemption capabilities

= |nter-network mobility and interoperability with commercial
carriers

= Security and authentication

= Modern antenna techniques to support improved performance
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» Channels pre-configured per site = All sites operate on same frequency thus
= QOverlapping coverage using different overlapping coverage needs to be minimized

= “Channels” managed dynamically at each site
= Bandwidth determined by need and availability
minimizing congestion concerns

= One large data “pipe”
= Up to 74 Mbps capacity near cell tower
= Capacity reduces as you move away from tower
= Can handle many users with differing data

demands (e.g. field reporting, dispatching)

frequency
» Fixed bandwidth / throughput per channel
= Users on one channel don’t impact others

LMR Channel 1

LMR Channel 2 Police Streaming Video

10 MHz Public

LMR Channel 3

Safety LTE Band Medical Telemetry

Messaging

LMR Channel n

_ Variable Data Rate per User — 1 to 100(s)
Each channel supports a conversation Simultaneous Users
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At a very high level, the network has 4 basic components:

Local

Applications Switching Databases/ Interfaces State
CORE Warehouses to Other Federal
C N k E I d SEREEnE Services Processing  Security HeHORLS Internet
— Core Network tEvolve Others

Packet Core (EPC) or
”CO re” TRANSPORT User Traffic
— Transport “Backhaul”

— Radio Access Network or RADIO Signaling User Traffic
“Radio Sites” NETWORK WHM,  PROCESSING ..M.,

(RAN)

— User Equipment (UE) or
“User Device”

iViarch 2/2015




»

N\

SENENVIOStS mportant
itopHplicsafety

V)

Portables

In-Vehicle Routers

Specialized

Accessories

Device Types

lﬂh
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Category Driver

* Build up to an economy of scale

Special operational
needs e.g. in-building,
rural

Unique uses

Function

* Smartphone

Routers

Drones

Ruggedized cases

* Tablets Hotspots Portable repeaters Battery packs

* Modems Consoles Rovers Chargers, mics.
Connectivity * LTE, CDMA, HSPA LTE, CDMA, HSPA LTE, CDMA, HSPA Bluetooth

* LMR/ P25 Wi-Fi LMR/ P25

* Wi-Fi, Bluetooth Ethernet Satellite

* Direct mode USB
Location Enabled Yes Yes Some n/a
Band 14 Support 2H14 1H14 2015+ n/a

iViarch 2/201 RN ‘




Coverage

= Where is reliable
coverage needed?

= For what level of
service/device
types?

= Using what
potential delivery
networks?
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= How many total
users for 20 MHz
of spectrum?

= What is their
operational area?

= What type of
applications do
they use?

Radio Access
Network (RAN)
Design

= Estimated
number
of sites

= |nitial cost
estimate for
public safety
users

= Parameters for
asset data
collection
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Hybrid approach enables public safety users
to take their wireless coverage, services, and capacity with them

Public Safety
Towers
(boomers)
10-25 miles
Macrocell
Mobile Communications units LTE up to
Off-net mode, no (mobile comms) on PS vehicles g 1-10 miles
satellite or Core — — become a mobile cell
comms among site/system mounted with an ! Microcell
incident personnel LTE Picocell: B T LTE up to

750-1000 sg. ft. Incident Area Network (IAN) B L., 1 mile
750-1000 sq. ft. ™
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" Like portable versus mobile LMR radios, different LTE
device types will have different performances

Vehicular modem USB dongle
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= National

Intra State or Regional, ,L.‘.\Ref:r’;‘a'

(«E)? Fiber ]
= ‘é =< National
~ Core

‘ |
RAN Backhaul Y National Transmission
Network Aggregation Transport Network Network
Service Options Service Options Service Options
* Microwave 150M/ * Leased 10G/100G * Leased 10G/100G
300M/1G/2.5G * |RU Lit Fiber Lambda/Wave * |RU Lit Fiber Lambda/Wave
Leased 100M/1G Ethernet « |RU dark Fiber * |RU dark Fiber

IRU Lit Fiber Lambda/Wave
IRU dark Fiber

L L L L]
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Location Multimedia
Services Messaging
Presence Push-to-Talk

User ID Management Provisioning

Applications

Voice over LTE

Mobility Management
Home Subscriber Register
Packet Gateway

Serving Gateway

Policy and Charging

Diameter Routing

Routers
Firewall
Border Gateway

Transmission

Transmission Facilities (Fiber)
Dense Wave Division Multiplexers

Hardened Facilities
Redundant Transport HVAC
Security

Power Backup

* Content
* Local Control
* NOC, SOC

* Interconnect
* QoS, priority,
preemption

SEecurity.




N\ . _JQ\
Flrm\\la,. )\J\.swam AT

Local  Agency Local Local State state
Control Apps/Data Control Apps/Data

Managed Service

Network Service
Platforms —_—
User Data
Local Control Data
Evolved Packet Core
Combined
User & Signaling
Data

Transport & RAN Access
Datacenter CEGET Signaling Data
Roaming Vehicle

FirstNet ;|
Partner Router/

FirstNet — (I
! Small Cell
eNodeB Hotspot

Radio Access Network eNodeB

FirstNet Relay eNodeB

Smartphone Tablet

i Vehicle
Router/

——— Specialt |
. pD A% X Router
evice
Hotspot




* Key FirstNet

Characteristics

— Quality of Service
Priority and Preemption
— Local Control

— Hardening
o Security - Physical and
Cyber
o Structural Hardening
o Resiliency

Communication

= Video

= Voice (non-mission critical)
= Messaging

= SMS/Text

= Data (Internet)

Applications

= CAD, RMS, NLETS

= FirstNet applications
(e.g., AVL)

= Syndicated applications

= Currently used Agency
applications

Services

= Records management
= Data storage

= Audio storage

= Database inquiries

March 2,/2015

Capabilities

= Network monitoring and
status

= Integrated solution and
services

= Priority

= Hardened and
secure

= Provisioning




Messaging CAD RMS AVL  Video

Land Mobile Radio
(UHF/VHF/800)

Commercial Voice
(2G/3G)

Current Cha"enges\é - / h == Mission Critical

Data Applications
(LTE)

= Competes with Public
for Priority MD

= |nsufficient Coverage

= Congestion

= Site Outage

e == Non-Mission Critical
i
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T/ Laptop Smartphone Radio
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= National Public Safety Telecommunications
Council produced a 7 page document
defining mission critical voice
— http://www.npstc.org/broadband.jsp

= The following requirements were identified:
— Direct or Talk Around Mode (off network
communications)
— Push-to-Talk (PTT) w/ low latency
— Full Duplex Voice (commercial/PSTN calls)
— Group Call (one to many)
— Talker Identification
— Emergency Alerting (highest level of priority)
— Audio Quality

Mission Critical Voice Communications Requirements for Public Safety
ational Public Safety Telecommunications Council
iband Worki
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i Crisds of Police | Intesratioeal Managers |
Iniemsonal Association of Fire Chists | Itamatonal Maniceal Signal Assocaton | Natinal Assocation of State Chiel
Information Officers | National Association of 1
Foresters | Natioral Assoccton of State Technoogy Dreciors | Nasonal Sherffs” Assocaon

Mission Critical Voice Defintion for Public Safety Page 1

= Definition being used as a reference for standards developments

= No standardized solutions exist today that can meet all of these

requirements
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VoIP (Telephony)

Voice over LTE
(Telephony)

Non-mission Critical Voice
(Push to Talk)

Mission Critical Push to
Talk (Push to Talk)

Direct mode (Peer to
Peer)
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Demonstrated in several applications -

VOLTE preferred solution; just being
implemented by some carriers

Standard and proprietary options available

Standardized approach being worked on
within current standards developments

Also being worked on within standards
efforts; includes peer-to-peer data as well
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Internet@pplicationBecurity@HTTP,HTTPS,BMTP,AMAP4(TLS/SSL),B/MIME,BPGP)&l g s\ Internet@
3
—
%
Trustedd Trusted@Zonel Trusted@one® [§-
FIPS-140-2@ Evolved®acket? =
Certified? Core@ndBervicel 1%, PublicBafetyBl
Platformsf = Network@
5 Application®
PublicBafety® [ Se.rvice,
Application® Session@ndR
DB[Accessk
PublicBafety@BpplicationBecurity@HTTPS,BMTP,AMAP4(TLS/SSL),B/MIME,®GP)a
VPNE
3GPPE 3GPPE N
Integrity,® AIREI Integrity,& IPSec Backhaul® IPSec IPSect Backha IPSect
Encryptionfl Encryptionl /

Network@ Networka
Layer? Network@ayer® Networkdayer Layer
Dataflayerl DataAayerl Dataflayer Datalflayerl
Physicaldayer® Physicaldayer® Physicaldayer® Physicaldayer®

Mutual Authentication . .
< % Identity Management/Authentication

Ciphering + Radio signalling integ_rlty

Core Signalling integrity

€ e e

IPSec Transport Security
Mobile VPN
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